


“Opportunities for security inte-
grators to expand the value their                   
organizations offer are dependent on 
their ability to become more custom-
er-centric,” explains Eddie Meltzer, 
CEO of Security Cloud & Mobile 
Partners, a company whose mission 
is to help security end-users and inte-
grators optimize their service and                   
support programs.

“Integrators need to refocus from a 
project and hardware/software-based 
strategy (i.e. one-and-done and 
transaction-based relationships) to a 
well-defined services-based strategy 
that focuses on the business outcome 
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Managed

of their customers – more specifically 
their customers’ success,” Meltzer 
adds. “This will require some changes 
to their organizations and an honest 
review of what results and informa-
tion their systems are delivering.”

The security industry’s rearview 
mirror will not be much help with 
that thinking; however, there are three 
places for integrators to look for clues: 
IT managed services, a deeper under-
standing of customers’ needs, and 
advancing technology.

Many integrators have found 
that the time to start the transi-
tion to becoming a MSP is now.                          
There are many opportunities to start 

To anyone reading 
security industry 
publications 
and attend-
ing secu-

rity industry conferences 
over the past few years, 
it is clear that there is 
strong consensus within 
the industry that managed 
services – particularly the 
Managed Services Provider 
(MSP) business model – are the 
future for physical security systems 
integrators. What is not so clear is 
how soon such a transition will occur, 
what the opportunities are to provide 
managed services, and the first steps 
to get started.

“Managed services” does not mean 
performing fix-and-repair service 
call response on a fixed RMR basis, 
although a few companies have man-
aged to do that with certain custom-
ers. It is not about providing one-time 
services like installing and setting 
up products, and waiting for service 
calls. Instead, it is about continuous                      
value-added service that is the basis 
for continuous revenue.
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providing managed services, espe-
cially by automating and improving 
service capabilities. 

What steps come next will vary 
depending on factors relating to 
the integrator, the markets served                       
and the technology infrastructures                 
of the customers.

Integrators 

need to 

refocus from 

a project and hardware/

software-based strategy 

to a well-defined 

services-based strategy 

that focuses on the 

business outcome of 

their customers. This will 

require some changes to 

their organizations.”
— Eddie Meltzer,  

Security Cloud & Mobile Partners

Surveillance Systems:  
The Weak Link? 
IT-style automated updating and documentation can 
protect integrators, their clients and the technology

Video surveillance systems typically have multiple shortcomings – 

customers with high-camera-count video deployments find it nearly 

impossible to keep camera firmware current, and most cameras 

never have been updated since installation. Although cameras are 

computers that have embedded web servers and run video analytics 

software, they were not designed to be managed the way that IT 

departments manage servers, printers and other networked comput-

ing devices.

Full-feature cameras have settings that cannot be set in the VMS 

software – they must be configured via camera web pages; thus, with 

settings variations residing across hundreds to thousands of cameras, 

most camera systems are not fully documented or backed up.

One result of video surveillance system shortcomings is that secu-

rity video systems have become the highly publicized target of choice 

for large-scale malware attacks. Another result is that when corporate 

security investigators look for the video record of an incident that 

should be there, 10-20 percent of the time the video is missing.

Just two years ago, the city manager of Dallas told reporters, 

explaining why a police officer shooting was not captured by the 

new camera system, that based on the state of technology and cost 

factors, it was reasonable to expect that 80 percent of the cameras 

would be recording at any one time. That meant out of the city’s 400 

new cameras, 80 of them would not be doing their job on any given 

day. That caused quite an uproar.

“Using Viakoo automation we have been able to end the miss-

ing video problem,” says Brad McMullen, Stanley Security’s VP of 

Marketing and Product Solutions. “Managed Services are about lever-

aging specialized automation services on a continuous basis to have 

infrastructure performing at (better than) 99-percent uptime for all 

devices and systems. With that in place, we can build the true man-

aged services – such as solutions for service assurance of video and 

access control systems, virtualized preventative maintenance, sys-

tems verification and compliance, and camera password checking 

and firmware updating, among others.”



Understanding the IT 
Managed Services Model
Overall, the security industry needs to 
better understand – and catch up with 
– the nature of today’s technology and 
how it is managed in the IT domain. 
That means using digital tools and 
electronic systems – the same type of 
automated tools that IT departments 
use to monitor networks and systems, 
and to automatically patch and update 
them to keep software and devices 
feature-current and cyber-secure.

Most electronic security system 
deployments today are not cyber-se-
cure or well-documented; in fact, 
those that are cyber-secure have 
mostly been secured by the customer’s 
own IT departments.

“Being an MSP means adding value, 
and the opportunity to deliver that is 
far broader than ever before,” explains 
Brad McMullen, Stanley Security’s VP 
of Marketing and Product Solutions. 
“IP-based physical security has natu-
rally led to customers wanting service 
assurance, cyber-hygiene, remote 
management and other data-driven 
services for their infrastructure.”

The value of documentation: The 
first step to providing these data-

driven services is documentation. 
Managed service providers always doc-
ument their systems because it saves 
time, prevents mistakes and enables 
them to respond quickly to customer 
questions. Documentation also keeps 
them prepared so that as new product 
versions and technologies arrive, they 
can quickly scan the information about 
customer systems to identify prospects 
where they can now add more value.

System Surveyor – a design and 
documentation tool that helps 
simplify security system manage-
ment and reduce design time (learn 
more at www.securityinfowatch.
com/12172305) – provides the type of 

documentation that customers value. 
Managed system providers must rely 
on such tools to make their work more 
efficient and effective.

More than a decade ago, IT learned 
that the reactive approach of waiting 
for user service calls is not feasible for 
maintaining high system uptimes or 
as the primary means of diagnosing 
computer and network problems. Dig-
ital automation – continuous system 
monitoring and automatic report-
ing – is the only way to stay on top of 
things. Status detection and reporting, 
and problem alerting can be instant or 
nearly so. Another important factor is 
that automation scales well, whereas 
human labor does not.

The value of information: As pro-
fessionals in the IT and compliance 
audit departments of large organiza-
tions know, auditing physical secu-
rity system deployments has been a                                              
notoriously labor-intense process, 
especially compared to the ease of 
auditing IT systems. 

Viakoo is attempting to make that 
process easier for security, using 
machine learning and other advanced 
algorithms in a software solution that 
automatically verifies and reports on 
the performance and integrity of phys-
ical security systems, with alerts for 
service issues and a ticketing system 
for managing them.
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Recently, cybersecurity services firm 
Coalfire validated an end-user’s use of 
Viakoo to support retail point-of-sale 
PCI compliance, finding that the audit-
ing of 36 physical security PCI controls 
could be fully or partially automated 
by the software. 

Using a tool to digitally verify the 
status of physical security controls, and 
packaging up such information for an 
organization’s compliance reports, is a 
good example of an integrator provid-
ing value-added service. Such oppor-
tunities exist for integrators whose 
customers must comply with pro-
grams like energy utility NERC CIP,      
data center TIA-942-A, supply chain 
CTPAT, and federal agency FedRAMP; 
but also for non-regulated customers 
who want high assurance of security 
system performance.

“Having solutions – like Viakoo 
and others – that can address devel-
oping needs around cybersecurity, 
corporate and regulatory compliance, 

and risk assessment is important to 
meeting customer needs,” says Gina 
Stuelke, CEO of Kansas City-based 
Kenton Brothers Systems for Secu-
rity. “As a first step, we have found 
that a focus on automation goes a long 
way towards delivering the kind of                   
managed services that IT-savvy cus-
tomers appreciate.”

“Integrators must find a way to 
actually add value to the services they 
provide in order to get the recur-
ring monthly revenue,” McMullen                 
explains. “If you just sell the service 
contract and don’t add value beyond 
that, you aren’t in the Managed Ser-
vices business.”

Stanley uses the Viakoo service 
to deliver its own Managed Services 
offerings. “Our customers get the com-
bined value of Viakoo’s automation 
and Stanley’s deep service experience – 
a unique offering,” McMullen says.

Proactive service: Andrew Lan-
ning, co-founder of Integrated Security 

Technologies Inc., of Hawaii, explains 
that just as the break/fix model of 
electronic security system mainte-
nance gave way to the service contract 
model, the service contract model 
is expanding into the as-a-service 
model – which can include hardware                                  
(Platform as a Service), software 
(Cloud ACS or VMS), maintenance 
(preventive inspection/maintenance), 
monitoring (system health, patch man-
agement, etc.) and reporting (weekly, 
monthly or quarterly uptime) bun-
dled together or a la carte into a single 
monthly payment.

“This lets the client plan for annual 
security costs, which increase incre-
mentally with system growth,” Lanning 
says. “The real value for the client is in 
the monitoring and uptime reporting –  
what good is a system that is offline 
when you need it most?”

“Our business has changed more 
in the last five years than in the pre-
vious 50, and one of the most signif-

Recurring monthly revenue (RMR) is as much a 

state of mind as it is a financial strategy. For systems 

integrators to reap the financial benefits of RMR, they 

may need to rethink the way their business operates.

Historically, systems integrators have seen them-

selves as specialists. They focused on a select group of 

technologies, cultivated the expertise and certifications 

needed to deliver them, and sought discrete projects 

where these technologies and expertise were required. 

If they entered into service or maintenance arrange-

ments, these were likely to be ad hoc rather than con-

tractual, and payments tended to be intermittent.

Switching to an RMR model requires systems inte-

grators to think of themselves as providers of solutions, 

not just systems. This means broadening their capabil-

ities. In addition to equipment, they might incorporate 

connectivity, redundancy, power and monitoring, if 

appropriate, into a comprehensive offering. This also 

entails growing accustomed with the idea of trading 

some portion of upfront revenue for a steady and 

potentially larger stream of revenue over time.

Focusing on RMR does not mean, however, that 

systems integrators must give up their identity as spe-

cialists. Systems integrators who have made the transi-

tion to an RMR business model have typically targeted 

a well-defined customer segment. 

Take the example of an integrator who focuses 

exclusively on managed services for national account 

retailers. The company could develop a customized 

suite of services that exactly matches the needs of 

companies in this market niche. As this case indicates, 

the switch to RMR, in addition to generating a steady 
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icant changes is adding more man-
aged services offerings to our lineup,” 
Stuelke says. “The opportunities are as 
wide-ranging as our customers are –  
some are very focused on knowing 
their systems are always working as 
they should; some need to ensure their 
security is compliant to industry stan-
dards; and some want more remote 
management capabilities, just to name 
a few. These are all best done ‘as a ser-
vice.’ Most of our products now live 
on the network – through that, we are 
able to address our customers’ critical 
need for responsiveness.”

The First Steps to 
Becoming an MSP
Integrators must understand each 
customer’s technical and operational 
environment before assessing the 
need for promoting whatever they can                
feasibly offer “as-a-service.” Thus, the 
first step, according to McMullen, is 
internal analysis:

• Do we have the technical resources 
and expertise in IT networks and 
infrastructure? If not, will we make 
the necessary investments?

• What changes need to be considered 
to the sales processes?

• What changes need to be considered 
to the commission structure?

• What additional training will                     
be required?

• Are new skill sets required from 
potentially new personnel?

• Are there new vendor relationships 
that need to be established?

Meltzer stresses that integrators 
must have the wherewithal to sell and 
deliver these services reliably and prof-
itably – which may require organiza-
tional changes. “Are they a service-led 
organization? Do they leverage service 
capability as a market differentiator? 
That will speak volumes into their cul-
ture and whether an as-a-service strat-
egy will be successful,” he says.

revenue stream, has the added benefit of creating a 

barrier to entry for competitors.

For their part, commercial customers are quick to 

see the advantages of working with systems integrators 

who have made the leap to managed services. Thanks 

to the RMR model, some of the capital expenditures 

that customers might have faced on system installation 

can be allocated for operating expenses. Customers 

also like the idea of a single point of accountability. 

Whether a component fails or an employee needs 

training, there is one vendor to contact.

In recent years, rapid advances in technology have 

further reinforced customer preferences for managed 

services. In the past, systems integration was often a 

turnkey process – once the system was installed, the 

customer managed and maintained it. As the pace of 

change increases, many customers are finding that 

they lack the experience or the inclination to invest 

continuously in new security technologies. No other 

provider is better positioned to assume this responsi-

bility than the system integrator.

In addition to more constant cash flow and great-

er customer acceptance, there are also significant 

valuation and credit advantages for managed service 

providers. This is especially true for smaller compa-

nies that lack RMR and often find it difficult to secure 

a meaningful line of credit. The same company with 

contractual RMR can more easily secure a loan, and 

because valuations of security companies can be 

informed by RMR multiples, systems integrators or 

their investors seeking a buy-out can do so on much 

better terms.

Although it can be a challenge for a system inte-

grator to think holistically about the services it might 

provide, it is ultimately worth the effort. A successful 

change in mindset can unlock value for its customers 

as well as the company itself. 

» John Robuck is Managing Director of the Security 
Finance lending practice within Capital One Bank’s 
Commercial and Specialty Finance business. To request 
more info, visit www.securityinfowatch.com/12070948.
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Learning to track 
time spent servicing 
is critical to 

understanding how to monetize 
the services you perform for 
your clients.”

— Andrew Lanning, Integrated Security Technologies Inc.
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Once the groundwork is laid,               
Lanning recommends the company use 
a ticketing system to drive the man-
aged services business model. “Learning 
to track time spent servicing is critical 
to understanding how to monetize the 
services you perform for your clients,” 
he says. “We use ConnectWise for our 
internal and external projects and ser-
vices delivery.”

The next step is to set up a help desk 
that can handle basic customer inquiries 
and perhaps advanced technical support 
(internal and external), depending on 

your size. “Security product platforms 
are beginning to integrate health moni-
toring APIs into tools like ConnectWise, 
so it is only a matter of time until the 
MSP model is the only thing that will 
make sense to our IT savvy clientele,” 
Lanning says.

Lastly, Meltzer recommends determin-
ing the mapping of available as-a-service 
solutions given the existing security tech-
nology infrastructures and needs of an 
integrator’s particular and unique clients.

The Vendors’ Role
Security industry manufacturers have a 
role in supporting the managed service 
business model – especially those with 
cloud-based offerings. The idea is to use 
digital tools and automation to reduce 
or eliminate manual effort in support-

ing products, thus enabling integrators 
to focus on serving and adding value 
for customers.

Both customer network usage and 
security video usage can change over 
time, and under the as-a-service model, 
integrators need the means to be pro-
active in ensuring customer systems 
continue to perform as intended. “Stan-
dard IT tools can’t present the security 
systems-specific information that is 
needed,” explains Ken Francis, Presi-
dent of cloud video company Eagle Eye 
Networks. “Eagle Eye provides integra-

tors with a dashboard graphing 13 cloud 
video system performance metrics for 
that reason.”

Customers do not generally have 
insight into how their network and 
video usage profiles change; thus, an 
integrator can leverage capabilities such 
as Eagle Eye’s dashboard to provide 
that information and help the customer 
plan ahead for expansion. Eagle Eye 
also manages its on-premises appli-
ances, performing updates and security 
patches automatically while notifying 
integrators of the updates.

Axis Communications has a history 
of working in the hosted video mar-
ket, anchored by its Axis Video Hosting 
System (AVHS) platform. According 
to Steve Burdet, the company’s North 
America Product Manager, the com-

pany is developing “a new cloud-based 
service engineered from the ground up, 
called AXIS Guardian, targeting video 
service providers” that will eventually 
replace AVHS.

The service, Burdet says, is cloud-
hosted by Axis, enabling the company 
to update/evolve the system and services 
faster to meet the needs of integrators 
and customers. “AXIS Guardian has cen-
tral device management functionality 
that includes camera automatic firmware 
updates. Guardian also has alarm receiv-
ing center integration with more integra-
tions to come in the future.” Expect Axis 
to find ways to expand automatic firm-
ware updates to other types of camera 
deployments.

Early successes in managed services 
have highlighted two main points regard-
ing integrator adoption of the managed 
services model and their relationship 
with security vendors:

1. Vendor products/services must sup-
port the “as-a-service” model; and

2. IT-style tools are needed to effec-
tively and profitably deliver services at 
any scale.

There is an abundance of untapped 
opportunity via managed services for 
tech-savvy, customer-savvy integrators. 
Integrators should take the initial steps 
of assessing their current capabilities and 
knowledge, gauging the customer land-
scape, and determining required internal 
changes to sustainably sell and deliver 
managed services.  ■

» Ray Bernard, PSP CHS-III, is the 
principal consultant for Ray Bernard 
Consulting Services (RBCS), a firm that 
provides security consulting services 
for public and private facilities (www.
go-rbcs.com). He is the author of the 
Elsevier book Security Technology 
Convergence Insights available on 
Amazon. Mr. Bernard is a Subject Matter 
Expert Faculty of the Security Executive 
Council (SEC) and an active member of 
the ASIS International member councils 
for Physical Security and IT Security.

Cover Story

Both customer network usage and 

security video usage can change over 

time, and under the as-a-service model, 

integrators need the means to be 

proactive in ensuring customer systems 

continue to perform as intended.




